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MWHUCTEPCTBO OEPA30OBAHUA U HAYKU POCCUUCKON ®EQEPALIUN
OENAPTAMEHT FrOCYOAPCTBEHHOW NOJIMTUKU B COEPE OBLLEFO OEPA3OBAHUA
NMACbMO
OT 14 MAA 2018 FOOA N 08-1184
O HANPABNEHWUN NHO®OPMALIA

[lenapTameHT rocygapCTBEHHOW MNONMUTUKM B cdhepe obuwero obpasoBaHus MuHoOpHaykm Poccum HanpaBnseT nns
cBegeHnsa paspaboTtaHHble BpemeHHon komuccuen Coseta Pepepaumm No pas3BUTMIO MHGOPMaUMOHHOIO obLwecTBa
METOANYECKME PEKOMEHAALIMN O pasMeLlieHnn Ha MHAOPMALIMOHHbLIX CTeHAaX, oduLmanbHbliX WHTepPHeT-calTax 1 ApYIrmx
MHDOPMALIMOHHBIX pecypcax 0bliieobpasoBaTenbHbIX OpraHuW3aLnii U OpPraHoB, OCYLUECTBASILLIMX YynpaeneHue B cdepe
obpasoBaHugd, nHgopmauumn o 6esonacHom NoBeAEHUM U UCMONb3oBaHWUK ceTn "UHTepHeT".

OuvpekTop [enaptameHTa
A.E.MNeTpoB

MpunoxeHune

METOOAWYECKMWE PEKOMEHOALMM O PASMELWWEHMA HA UH®OPMALIMOHHbBIX CTEHOAX, OPULINATIBHBIX
MHTEPHET-CAUTAX U APYT'NX NHO®OPMALIMOHHBLIX PECYPCAX OBLLEOBPA30BATEJIbHbIX
OPIAHU3ALMA U OPFTAHOB, OCYLLECTBNAIOLWUX YNPABJNIEHUE B COEPE OGPA30OBAHMA,

MHPOPMALIMXN O BE3OMNACHOM NOBEAEHUU N UCNONb3OBAHUN CETU "MHTEPHET"

Okcneptamu 1 YneHamu BpemeHHon komuccum Coseta Pegepaumm nNo pasBUTMO MHPOPMALMOHHOIO o6LlecTBa B paMKax
BbIMOMHEHNS] PEKOMEHAALMIA MapnameHTCKMX crywaHuin "AkTyanbHble Bomnpocbl obecneveHus ©6e30macHOCTM U pasBUTUSA
aeten B MHOOpPMaLMOHHOM NpocTpaHcTBe", KoTopble npowsnn B Coeete ®enepaumm 17 anpenst 2017 r., 6binmn paspaboTaHbl
MeToAMYECKME pEeKOMEHAaALUN O pasMelleHMn Ha UHGOPMALMOHHBIX CTeHAaX, oduuuaneHbiX MHTEPHET-CalTax W ApYyrnx
MHOPMALIMOHHBIX pecypcax obuieobpa3oBaTenbHbIX OpraHM3auuii U OpraHoB, OCYLLUECTBASIOWMX ynpaerneHue B cdepe
obpasoBaHusi, WHopmaumm o 6Ge3onacHOM MOBEAEHUM U UCMOoNb3oBaHuM cetu "MIHTepHeT" (manee - meTogudeckue
pekoMeHaaumm).

MeToaomuyeckue pekoMeHOaLuM HanpaBneHbl Ha KaYeCTBEHHOE MOBbILLEHME YPOBHA MHGOPMALUOHHOW OEeSTENbHOCTU
06Le0obpas3oBaTenbHbIX OpraHM3auui M OpraHoB, OCYLLUECTBAAKLWMX yrnpaBrneHne B cdepe obpa3oBaHusl, B 4YacTu
WH(OPMUPOBAHUSA YyaLLUXCS, UX poauTernen (3akoHHbIX MpeAcTaBUTENEn) U nefarormyeckmx paboTHUMKOB 06 OCHOBHBIX
acnekTax MHPOpPMaLMOHHON 6e30MacHOCTH.

MeToaonyeckue pekoMeHZaumM no3BonAT obweobpa3oBaTenbHbIM  OpraHM3aumMsaM W OpraHaM, OCYLLECTBASAHLLNM
ynpaBneHue B cepe obpas3oBaHus, akTyanuamMpoBaTh YK€ UCMONb3yeMble U pa3MeLLeHHble MHOPMaLNOHHbIE MaTepuarnsi,
TaK 1 NOATrOTOBUTb UX B Cry4ae UX OTCYTCTBUS C YY4ETOM JyULLNX NPaKTMK U peKoMeHOaunn.

B paMkax MeToan4yecKkMx pekoMeHaauni paccMaTpmMBaloTCs creayroLmMe NHCTPYMEHThI:

1. MHOPMALUNOHHbIE CTEHAbI;

2. ocbmumansHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBow MHpopmaLmmy (LLKOMbHbIE ra3eThbl, negarornyeckne u3gaHus n gpyrue).

MHPOPMALIMOHHbLIE CTEHAbI

Ha vHdopmauunoHHbIX cTeHaax B o6uieobpasoBaTenbHbIX OpraHU3aumsax, pacrnonoXeHHbIX B one ydpexaeHun m B
KabuHeTax, OCHALLEHHbIX MEepPCOHanbHbIMU YCTPOWCTBaMM ONnA Bbixoga B ceTb "WHTepHeT", pekomeHayeTcs pasmecTuTb
MHOPMaLIMOHHbIE NaMSATKN, cogepKaLlime OCHOBHbIE COBETLI N0 obecneveHunto MHpopmaumoHHON 6e30NacHOCTU yYaLLMXCS.

B nppunoxenun N 1 K METOAMYECKMM pEKOMeHAauusaM npeactaBneH obpasey namMaTkym Ang  pasMelleHnst Ha
MHOPMALIMOHHBIX CTEHAAX.

CPE[JCTBA MACCOBON MH®OPMALIUN

B cpeanctBax maccoBoii MHopMaLMK, OPUEHTUPOBAHHBIX Ha OBy4aloLMXCsi, pekoMeHayeTcs B TedeHue yvebHoro roga
perynspHo nyGnukoBaTb WH(OPMAaUMOHHbIE MaTepuasbl, MOCBSILLEHHbIE OTAENbHbIM — acrnektaMm  MHAOPMaLVOHHOW
6e30MnacHOCTH, a Takke pasnuyHble NamsaTkL 06Lero xapakrepa.

B cpeactBax maccoBol MHOpMaLuM, OPUEHTUPOBaHHBLIX Ha MEefarorMyeckyto OBLLECTBEHHOCTb, PEKOMEHAYeTcsl B
TeYeHWe KarneHZapHOro roga perynsipHo nybnukoBaTb MHGOPMAaUMOHHbIE MaTepuarbl, NOCBSILLEHHbIE OTAEMbHbIM acrnekTam
MHOPMaLIMOHHON 6e30MacHOCTM Kak HECOBEPLLUEHHOMETHMX, Tak U 0bLLeobpa3oBaTenbHbIX OpraHM3aunii, a Takke pasnmyHble
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CTtpaHuua 2

namsitkn, 063opbl HOPMaTUBHO-MPABOBOIO PErynMpoBaHUs AaHHOW cdepbl U MHPOPMALMIO O aKTyarnbHbIX MEPONPUSATUSAX U
CcoObITUAX B AaHHOW cdepe.

B xope nposegeHuss EgmHoro ypoka no 6GesonacHoctn B cetTu "MHTepHeT" pekomeHayeTcss obecneynTb BbIMyCK
TeMaTU4ecKoro BbIMyCKa CpeacTBa MaccoBoW MHdopmauum nmbo cepun nybnuvkauui, cpegn KOTOpbIX PacCMOTpeTb

OpraHn3oBaHHbIE MeponpuaTnAa Aand o6yqarou.|,mxc;|,

00LLIEeCTBEHHOCTH.

O6bweobpasoBaTenbHbIM - OpraHM3aumsaM pekomeHayeTcss Ha
(PYHKLMOHMPOBAHNE CaMOCTOSATENBHOTO U Crneumanu3npoBaHHOIO
KOTOPOro NpeayCMOTPETbL pasMeLLeHme crieqyoLen nHdopmMauun:

X poauTenen (3aKOHHbIX nNpeacTaBuUTENEn) W negarorm4yeckomn

OPULINATIbHBIE MHTEPHET-PECYPCbI

cBouX oduumnanbHbix WHTepHeT-pecypcax obecneyuntb
pasgena "WHdopmaumnoHHas 6esonacHocTb", B pamkax

N Pasgen/nogpasgen dopmat npeacraBneHnst CopepxaHue matepmanos
mMaTepuanos
1. JlokanbHble Konunn gokymeHTOB B PasmeLlaloTcs KOnum JOKYMEHTOB, T.€.
HOpPMaTuMBHbIE aKTbl B dopmate *PDF CKaHMPOBaHHbLIN BapuaHT AOKYMEHTa,
chepe obecneyeHns COOTBETCTBYOLUIA TpeboBaHMAM K
MHGOPMaLMOHHON napamMmeTpam ckaHupoBaHus. Pasmellatorcs
©esonacHocTu OOKYMEHThI, pernameHTupyoLmne
oby4atoLmxcsi opraHusaumio n paboTy ¢ nepcoHarnbHbIMU
AaHHbIMU, NITaHbl MEPONPUATUIA MO
obecneveHno MHpopMaLNOHHOM
6e3onacHoCTK oby4vatoLwmxes n gpyrue.
2. HopmaTtusHoe Konuu gokymeHTOB B Myb6nukyoTcst akTyanbHble CBEAEHMS O
perynupoBaHue ¢opmate *PDF denepanbHbIX N permoHasbHbIX 3aKoHaXx,
nnUcbMax opraHoB BracTu 1 gpyrme
HOPMaTUBHO-NPABOBbIE AOKYMEHTbI,
pernameHTupyowime obecneyeHve
WH(OpMaLIMOHHON 6e30NacHOCTU
HecoBepLUeHHoneTHUX. [lonyckaeTcs BMeCTo
KOMuIA pasmeLlaTtb rMnepcchinku Ha
COOTBETCTBYIOLLME AOKYMEHTbI Ha canTax
OpraHoB rocygapcTBeHHOW BNACTU.
3. lNeparornyecknm TeKkcT Ha cTpaHuue canTa PasmeLyatoTca meTogmyeckue pekomeHgauum
paboTHMKaM Konun gokymeHTOB B 1 yKa3blBaeTCs UHpOpMaLMsi O MEPONPUSTUSIX,
¢opmate *PDF npoekTax U nporpamMmmax, HanpasfeHHbIX Ha
nosblLLIEHNE MHOPMALMOHHON rPaMOTHOCTH
negarorm4eckmx paboTHNKOB.
4, O6yuvatowmmcs TekcT Ha cTpaHuLe canTa PasmeLlaeTtcs MHhopmaumoHHas namaTka
(mpunoxenue N 2) n ykasbiBaeTcs
WHopMaLMa O MepPONPUATUSAX, MPOEKTax U
nporpaMmmax, HanpasneHHbIX Ha NOBbILIEHNE
MHOPMaLIMOHHON rPaMOTHOCTM
obyvatoLumxcs.
5. Poautensim (3aKOHHbIM TekcT Ha cTpaHuLe cavTa PasmeLlaetcs nHdopmaumoHHas namartka
npeacTaBuTeNsm) (npunoxexnue N 3).
oby4atoLmxcsi
6. [eTckne 6e3onacHble TeKkcT Ha cTpaHuue canTa Pasmelyaetca nHdopmaums o
caunThbl peKoOMeHOyeMbIX K MCMOMb30BaHNIO B y4EOHOM
npouecce 6e3onacHbIx canTax, baHHepbI
0©e30omnacHbIX JEeTCKUX CalnToB.

OpraHam, ocyllecTBRsOWMUM ynpaBneHue B cpepe obpasoBaHusi, peKOMEHAOYETCA Ha CBOMX oduumanbHbIX NHTepHeT-
pecypcax obecneunTb QYHKLUMOHMPOBAHNE CaMOCTOSTENBHOMO W CrneuManM3MpoBaHHOro pasgena "MHdgopmaunoHHas
6e3onacHOCTbL", B pamKax KOTOPOro NpeaycMoTpeTb pasMeLLeHne criegytowen nHdopmawmu:

MpunoxeHne N 1
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NAMATKA AN OBYYAKOLWMXCA OB UHOOPMALIMOHHON BE3ONACHOCTU OETEN

HENb34
1. Bcem nogpsa coobuiatb CBOK YacTHYHO MHOpMaLuio (HacTosiwme nms, hammunumio, TenedoH, agpec, HOMep LUKOrbI, a
Takke poTorpacum cBou, CBoen CeMbU U Apy3ent);
2. OTKpbIBaTb BNOXEHHbIE (halrbl ANEKTPOHHOW NOYThl, KOrAa He 3Haellb OTMpaBuTenNS;
3. pybuTb, NnpuanpaTtbes, OKkasbiBaTh AABIEHME - BECTU ce0s1 HEBEXINBO U arpeCCUBHO;
4. He pacnopsikaincsa geHbramu TBoel ceMby 0e3 paspeLleHnst CTapLunx - Bcerga crnpaluvBan pogutenem;
5. He BcTpevancsa ¢ VIHTepHET-3HAaKOMbIMU B pearibHOM KU3HW - MOCOBETYMCS CO B3POCSbIM, KOTOPOMY A0OBepSiELLb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaews o cebe Henpasay B HTepHeTe - coobLym 06 3ToM CBOMM POAUTENAM UM ONEKyHaM;
2. MpurnawatoT nepenuceiBaTbCH, Urpatb, 0bMeHMBaTLCS - NPOBEPb, HET N NOABOXA;
3. HezakoHHOE KOonMpoBaHue gannos B VIHTEpHETE - BOPOBCTBO;
4. Bcerga pacckasbiBai B3pocrbiM 0 npobriemax B CETU - OHU BCeraa nomoryT;
5. Wcnonb3yn HacTpoikn Ges3onacHOCTU W MPUBATHOCTU, YTOObI HE MOTEPATbL CBOW aKKayHTbl B COLICETAX U ApYrux
nopTanax.
MOXHO
1. YBaxan gpyrux nonb3oBaTenen;
2. MNMonbayewbcs VIHTEPHET-UCTOYHNKOM - Aenan CCbINKy Ha Hero;
3. OTKpbIBal TOMbKO T CChINKN, B KOTOPbIX YBEPEH;
4. O6LaTbCs 3a NOMOLLbIO B3POCTIbIM - POAUTENM, OMEKYHbl U aAMUHUCTPALIMS CalToB BCerga noMoryT;
5. MNpownan oby4veHne Ha carite "CeTeBMYOK" 1 NOMyYM NacnopT LUMdPOBOro rpaxxgaHuHal
MpunoxeHue N 2

MHPOPMALIMOHHAA NAMATKA ANA OBYYAKOLWUXCA AnA PASMELLEHUA HA OPULIMATIBHBIX
MHTEPHET-PECYPCAX

C kaxgbIM rogoM MONOAEXM B MHTEPHETE CTAHOBMTCA Oonblue, a LWKOMbHUKM OOHU U3 CaMbIX aKTUBHbIX MOrb3oBaTenen
PyHeta. Mexagy Tem, NOMMUMO OFPOMHOIO KONMYecTBa BO3MOXHOCTEW, UHTEPHET HeceT M npobnembl. Ta namsTka AOMmKHA
nomoub Tebe 6e3onacHO HaXoAUTLCS B CETU.

KomMmnbloTepHble BUpPYCbI

KoMnblOTEPHbIN BUPYC - 3TO Pa3HOBUOHOCTb KOMMBIOTEPHbIX MPOrpaMM, OTIMYUTENBHOM OCOBEHHOCTBIO KOTOPOW SBMSIETCA
CMOCOBHOCTb K pa3MHOXeHMWI0. B gononHeHue k aToMy, BUPYCbl MOTYT MOBPEAUTH UIN MOSMTHOCTLIO YHUUTOXUTL BCe halrnbl U
OaHHble, MOAKOHTPOrbHbIE MOMb30BaTEN, OT MMEHU KOTOPOro Obina 3anyLleHa 3apaXeHHas nporpamMma, a Takke NoBpeauTb
UNU gaxe YHUUYTOXUTb OMNEPALMOHHYI0 CUCTEMY CO BceMmu channamm B Lenom. B GonblIMHCTBE criydyaeB pacnpoCTpaHaoTCs
BUPYCbl Yepe3 UHTEPHET.

MeToabl 3aWunTbl OT BPEAOHOCHbLIX NPOrpaMm:

1. Wcnonb3yh coOBpeMEHHble OMnepauMOHHbIE CUCTEMbI, UMEKLINE CEPbEe3HbIN YPOBEHb 3alnUTbl OT BPEAOHOCHbLIX
nporpamMm;

2. [loctosiHHO ycTaHaBnuean navtM (UMAPOBLIE 3annaTkM, KOTOPble aBTOMAaTMYECKM YCTaHaBMMBAKTCA C LENbHo
AopaboTkmn nporpammsbl) U Apyrne oGHOBMEHUSA CBOEN OnepaumMoHHON cuctembl. CkavmBam UX TOMbKO C oduumanbHOro canta
paspabotumka OC. Ecnu cylecTByeT pexxmMm aBTOMaTtu4eckoro 06HOBMEHUS, BKITHOYM €r0;

3. PaboTtan Ha cBoeM KOMMNbKOTEPE MOA NpaBamMu NONb30BaTENs, a HE agMUHUCTpaTopa. ATO HE MO3BONUT BONbLUMHCTBY
BPEAOHOCHbLIX NPOrpaMm UHCTaNIMPOBaTbLCS HA TBOEM NEPCOHANbHOM KOMMbLIOTEPE;

4. Ncnonb3yh aHTMBUPYCHbIE MpOrpamMMHble MPOAYKTbI M3BECTHbLIX MPOM3BOAMTENEN, C aBTOMaTU4ECKMM OOHOBNEHNEM
6as;

5. OrpaHnyb hmsmdecknii 4OCTYN K KOMMNbIOTEPY OJ151 NOCTOPOHHUX UL

6. Wcnonb3yn BHelHWE HocuTenu WHOpMaLuMK, TakMe Kak dnewlka, AMCK unuv ann M3 UMHTepHeTa, TOMbKo U3
NPOBEPEHHbLIX MCTOYHUKOB;

7. He oTkpbiBaii KOMMbIOTEPHbIE (Pansibl, NOMYyYEeHHbIE U3 HeHadeXHbIX UCTOYHUKOB. [daxe Te dhannbl, KoTopble npucnan
TBOW 3HAKOMbIN. Jly4lle yTOYHW y HEero, oTnpaBnsan nv oH Tebe ux.

Cetn WI-FI

Wi-Fi - 310 He BuA nepefayv OaHHbIX, HE TEXHOMOMMs, a BCero nuwb OpeHa, mapka. Ewe B 1991 rogy Huaepnanackasi
KoMnaHusi 3apeructpuposana bpeng "WECA", uto o6o3Havano cnoBocodeTaHue "Wireless Fidelity", koTopbii nepeBoanTcs Kak
"GecnpoBoaHas TOYHOCTL".

[o Hawwero BpemMeHu gowwna agpyras abbpesmaTypa, KoTopasa SBNAETCA Takon e TexHornornen. 3to abbpesumatypa "Wi-Fi".
Takoe HasBaHWe GblNO JaHO C HAMEKOM Ha CTaH4apT BbiCLIen 3ByKOoBOM TexHuku Hi-Fi, 4yTo B nepeBoage o3Havaet "Bbicokas
TOYHOCTL".
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[a, 6ecnnatHbli MHTEPHET-AOCTYN B Kade, OTeNsX U asponoprax ABMsSeTCs OTNNYHONW BO3MOXHOCTbLIO BbIXOAA B MHTEPHET.
Ho MHorue akcnepTbl cumTatoT, 4To 06wwenocTynHble Wi-Fi ceTu He siBnsiloTcsa 6e3onacHbIMU.

CoseTbl No 6e3onacHocTy paboTbl B 0bwenoctynHbix cetax Wi-fi:

1. He nepepasai cBokw nu4Hylo nHpopmaumio yepes obuwepoctynHole Wi-Fi cetn. Pabotas B HWMX, xenatenbHO He
BBOAWTb MapOSM JOCTYNa, NTOMUHBI U KaKne-To HOMepa;

2. Wcnonb3yn 1 obHOBNSAN aHTUBMPYCHbIE NporpaMmbl n BpaHamayep. Tem cambiM Thbl o6esonacuilb cebs oT 3akauku
BMpYCa Ha TBOE YCTPOWCTBO;

3. Mpu ncnonbsosaHnn Wi-Fi oTkntoun doyHkumio "O6wmin goctyn K annam n npuHtepam". [JaHHaa yHKUMS 3akpbiTa no
yMOn4aHunio, 04HaKo HeKOTopble MoNb3oBaTeny akTMBUPYIOT ee Ans yaobcTea ucnonb3oBaHusa B pabote unn yyebe;

4. He ncnonb3yn nyonuudbin WI-FI ona nepegaym nuuHbIX gaHHbIX, Hanpumep Ans Bbixoga B couMarnbHble CETU UNn B
3MNEKTPOHHYIO MOYTY;

5. Vicnonb3yn Tonbko 3awmiieHHoe coeanHeHme dYeped HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca BBOAN MMEHHO
"https://";

6. B mobunbHom TenedoHe oTkmoun pyHkumio "MoakntoveHne k Wi-Fi aBTtomaTtnyeckun”. He gonyckan aBTomMatmMyecKkoro
NoaKIYeHns ycTporcTtaea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

CoumanbHble CeTV aKTMBHO BXOAAT B HaLly XM3Hb, MHOTME Nnoav paboTalT 1 XUBYT TaM NOCTOSHHO, a B Facebook yxe
3aperucTpypoBaH MuUNNMapg 4YeroBek, YTO SIBMSETCA OOHOW CeabMOW BCEX XuTenew nnaHetbl. MHorve nonb3oBaTeny He
MOHMMAIOT, YTO MHGOPMaLMS, pasMeLLEHHast MU B coLUManbHbIX CETAX, MOXET OblTb HangeHa 1 UCMONb30BaHa KEM YrofHO, B
TOM ymcrie He 06513aTenbHO ¢ BriarMMm HamepeHUsMK.

OcHoBHble COBETbI N0 6€30MacHOCTM B COLMAnbHbIX CETAX:

1. OrpaHun4b cnncok apy3sen. Y Tebsa B Apy3baX HE A0IMKHO ObITb CryyYaliHbIX M HE3HAKOMbIX JIOAEN;

2. 3awmiiarn cBOK YacTHYH XM3Hb. He ykasbiBai naponu, TenedoHbl, agpeca, AaTy TBOEro POXAEHUS U APYTYH0 NUYHYIO
MHopMaLMo. 3MOYMbILLIIIEHHUKM MOTYT MCNOSMb30BaTh AaXe WHAPOPMAaLMIO O TOM, Kak Tbl U TBOM POOUTENWU NnaHuMpyeTe
NpOBECTN KaHUKYbl;

3. Bawuwan ceolo penyTaumio - AepXn ee B YNCTOTe U 3afaBan cebe Bonpoc: xoten 6bl Thbl, 4TOBLI Apyrne nonb3osarenu
BMAENN, YTO Thl 3arpyxaelwb? Nogyman, npexae Yem 4To-To onybnukosaTk, HaNUcaTb U 3arpy3unThb;

4. Ecnu Tbl roBopuLLb C N0AbMU, KOTOPbIX HE 3HaeLlb, He UCMOMb3y CBOE pearbHoe UMS U APYTYI0 NNYHYI0 MHOpMaLun:
UMS, MECTO XWUTENbCTBa, MECTO y4ebbl 1 Npoyee;

5. N3beran pasmelyeHusa dotorpacdun B HTEepHeTe, rae Tbl M306pakeH Ha MECTHOCTU, MO KOTOPON MOXHO ONpeaeniTb
TBOE MECTOMOSOXEHNE;

6. Mpwn pernctpauun B coumarnbHON CceTM HEOBXOAMMO MCMONbL30BaTh CIOXHbLIE NMAPONM, COCTosALMNE N3 OykB 1 UMdp u ¢
KONMMYeCTBOM 3HAKOB He MeHee §;

7. Ona coumanbHOM CeTH, MOYTbl U OPYrMX CanToB HeobXo4MMO WCMoNb3oBaTb pasHble naponu. Torgoa ecnv Tebs
B3MIOMAIOT, TO 3M0YMBbILLNIEHHUKM NOMyYaT JOCTYN TOMNbKO K OAHOMY MECTY, a He BO BCe Cpa3y.

OneKTpOoHHbIe AeHbIn

OneKTPOHHbIE AEHbIM - 3TO O4EHb YAOOHbIM CNOCO6 NNaTexen, OAHAKO CYLLECTBYHOT MOLUEHHUKM, KOTOpbIE XOTAT NOMy4YnTb
3TN OEHbIN.

OnNeKTPOHHbIE AEHbIM MOSIBUIUCL COBCEM HEOABHO M MMEHHO M3-3a 3TOMO0 BO MHOIMMX rocyAapcTBax OO CUX MOp He
NpONucaHo NpPo HUX B 3aKOHAX.

B Poccumn xe oHM hyHKUMOHMPYIOT M O HUX YXXEe MPOMMCaHO B 3aKOHe, roe WX pasdensioT Ha HEeCKONbKo BUOOB -
@HOHMMHbIE U HE @aHOHUMHbIe. Pa3HuLa B TOM, YTO aHOHMMHbIE - 3TO T€, B KOTOPbIX paspeLlaeTcs NpoBoaAuTbL onepaummn 6e3
nageHTudrKaumm nonb3oBaTtens, a B HeaHOHUMHbIX MAeHTUdUKaLmMs Nonb3oBaTens ABnseTca oba3aTensHON.

Takke crnegyeT pasnuuaTtb 9NEKTPOHHble duaTHble AeHbrM (paBHbl FOCYAApPCTBEHHbIM BarTaM) U 3MeKTPOHHbIE
HedunaTHble AeHbr (He paBHbI rOCY4APCTBEHHBIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHomn paboTe ¢ ANeKTPOHHBIMU AeHbraMmu:

1. MpuBsXkn K c4eTy MOOWMbHBIM TenedoH. OTO cambil YAOOHbLIN M BbICTPLIN CNOCO6 BOCCTAHOBUTbL OOCTYM K CYETY.
MpurBA3aHHbIN TenegoH NOMOXET, ecnn 3abyaellb CBOW NAATEXHbIA Napob UNKU 3andellb Ha CauT C HE3HAKOMOro YCTPONCTBA;

2. Vcnonb3yn ogHopasoBble naponu. locne nepexoda Ha YCUIEHHyl0 aBTopusauuio Tebe yxe He Oyaer yrpoxarb
ONacHOCTb KPaxu UNu nepexesara NnaTexHoro naporns;

3. Bbibepu cnoxHbin naponb. lNMpecTynHukam OygeT He NpOCTO yragaTb CHOXHbIM naponb. HagexHble naponu - 370
naponu, KoTopble cofepXaT He MeHee 8 3HaKOB M BKIOYaloT B cebs CTPOYHbIE M NPONMUCHbIE OyKBbI, LGP U HECKOMBbKO
CMMBOJIOB, TaKue Kak 3HaK Jonnapa, yHTa, BocknvuaTernbHbli 3Hak 1 T.n. Hanpumep, $tROng!;;

4. He BBOAW CBOU NMYHbIE JaHHbIE HA calTax, KOTOPbIM HE JOBEPSELLb.

OneKkTpoHHas noyTa

OneKkTpOHHas noyta - 3TO TEXHONOorMsi U NPefoCTaBnsieMble €K YCNYyrM MO MNEepechbliKe U MOMYyYEHUO 3MNEKTPOHHbIX
Co0O6LLEeHUI, KOTOpble pacnpenensaTca B KOMMNbIOTEPHON ceTh. OBbIYHO SMEKTPOHHBIN NMOYTOBLIN ALWMK BbIMMAOUT CrieayoLwum
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0o6pas3om: MMsa_nonb3oBateni@ums_aoMeHa. Takke KpoMe nepeady NpocToro TEKCTa, MMEETCS BO3MOXHOCTb NepenaBaTb
dannsbl.

OcHoBHble coBeTbl No 6e3onacHon paboTe ¢ aNeKTPOHHOM NOYTON:

1. Hapo BbIBpaTh npaBurbHbIN NOYTOBLIM CepBUC. B MHTEpHETE eCTb OrpoMHbIN BbIGOp BecnnaTHbIX NOYTOBLIX CEPBUCOB,
0OHaKo Nyulle A0BEPSITb TEM, KOro 3HaELLUb W KTO NEPBLIN B PEATUHTE;

2. He ykasbiBah B NWYHOW MouYTE NUYHYKO WHOpMaumio. Hanpumep, nydwe BbibpaTh "My3blkanbHbI_aHaT@" mnu
"pok2013" BmecTo "Tema13";

3. Vicnonbayn asyxaTtanHyto aBTopm3aumio. OT0 Korga NoMMMO Napons HYXXHO BBOAUTL Kog, Npucbinaembii no SMS;

4. Bbibepu cnoxHbi naponb. [na Kaxaooro noyToBOro suimka AOMKEH OblTb CBOWM HadeXHbIN, YCTOMYMBLIA K B3FIOMY
napone;

5. Ecnu eCcTb BO3MOXHOCTb Hanmcatb CamoMy CBOW fINYHbIN BOMPOC, UCMOMb3YM 3TY BO3MOXHOCTb;

6. Mcnonb3yn HEeCKONbKO MOYTOBLIX ALWMKOB. [lepBbl AN YaCTHOW nNepennucku ¢ agpecatamu, KOTOpbIM Thl AOBepsiellb.
OTO 3NEKTPOHHbIV agpec He Hago UCNONb30BaTb NPU perncTpaunm Ha opymax u canTax;

7. He oTkpbiBan dannbl n apyrme BMOXEHUS B NMMCbMax, 4aXe eCriv OHU NPULLIAN OT TBOMX Apy3en. Jlydlle yTOYHU Y HUX,
oTnpaBnanu N1 oHn Tebe aTu hannel;

8. MNMocne okoHYaHWst paboTbl HA MOYTOBOM CEPBUCE NMEepen 3akpbITUEM BKIaAKM C CanToOM He 3abyab HaxaTb Ha "BbIiTu".

Knb6epObynnuHr unu BupTyanbHoe nsgeBarTefbCTBO

KubepbynnuHr - npecrniegoBaHue COOOLEHMAMU, copepXallumm OCKOpPOneHusl, arpeccuio, 3anyrmBaHue; XyInMraHcTBO;
coumanbHoe 60MKOTUPOBAHME C MOMOLLBHO Pa3fNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 60pbbe ¢ KMbBepObynnMHroM:

1. He Gpocalics B 6o. Jlyuwmii cnocob: nocoBeToBaTbCs Kak cebst BECTU U, €CMU HET TOTO, K KOMY MOXHO 00paTuTbCs, TO
BHavarne ycrnokouTtbcsl. Ecnu Tbl HauHelb OTBeYaTb OCKOPOMEHUsSIMM Ha OCKOPOMeHUsi, TO TONbKO elle Borblie pasoXckellb
KOHMNUKT;

2. Ynpaensamn cesoen knbeppenytauuen;

3. AHOHUMHOCTb B ceTM MHUMas. CyLLecTBYIOT CMOCO6bI BbISCHUTL, KTO CTOUT 38 @aHOHUMHbBIM aKKayHTOM;

4. He cToMT BECTU XynuraHckuii obpas BUPTYanbHON XXW3HWU. VIHTEpHET duKCupyeT BCe TBOW OENCTBUS U COXPAHAET UX.
Yoanutb nx Oyget kpanHe 3aTpygHUTENbHO;

5. Cobntogai cBoto BUPTYyarbHY YeCTb CMOMOoAY;

6. NIrHopmpyi eamHnyHbIN Heratyue. OgHopasoBble ockopbuTenbHble coOOLWEeHNs ny4lle nrHopuposatb. OBbIYHO arpeccus
npekpaLlaeTca Ha Ha4yanbHON cTaauu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMWU COOOLLEHMAMU, B COLMANbHBIX CETAX €CTb BO3MOXHOCTb
GNOKNPOBKM OTNPaBKN COOBLLEHMI C OnpedeneHHbIX agpecos;

8. Ecnu TbI cBuaeTenb knbepbynnuHra. TBowu AEVWCTBUS: BbICTYNUTb NPOTUB MpecrnefoBaTensi, nokasaTb emy, YTo ero
OEeNCTBUSI OLIEHUBAKOTCS HEraTMBHO, MOAAEPXaTb XEPTBY, KOTOPOW HyXXHa MCUXOrnornyeckasi NoMoLLlb, COOBLLMTL B3POCHbIM O
dhakTe arpeccuBHOro NOBEOEHUS B CETH.

Mo6unbHbIn TenedoH

CoBpeMeHHble cMapTdhOHbl M MMaHWeTbl coaepxat B cebe BnonHe B3pocrbii OyHKUMOHAM, U Ternepb OHU MOryT
KOHKYpPUpOBaTb CO CTaLUOHapHbIMU KOMMboTepaMu. OgHako, CPEACTB 3awuThbl A4S NogoOHBIX YCTPOMCTB NOka OYeHb Maro.
TecTupoBaHUE 1 MOUCK YA3BUMOCTEN B HUX MPOUCXOAMT HE Tak MHTEHCUBHO, kak ans MK, To e camoe kacaeTcs U MOBUIbHBIX
NPUNOXEHNIA.

CoBpeMeHHble MOOWMbHbIE Opay3epbl YXe MpaKTUYecku [OrHamM HacTOmMbHble aHanoru, OJHaKo pacluMpeHune
PyHKLMOHana BreveT 3a cobor 6onbLUY CMOXHOCTbL U MEHbLLYH 3aLUULLEHHOCTD.

[aneko He BCe NPOM3BOAUTENMN BbIMyCKalOT OBHOBNEHMS, 3aKpbiBaloLLMe KpUTUYECKME YA3BUMOCTM A1 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6esonacHocTn MOBunbHOro TenedoHa:

Huyero He aBngeTcs no-HacToswWweMy 6ecnnaTHelM. Byab ocTopoxeH, Begb korga Tebe npeanaratoT 6ecnnaTtHbIi KOHTEHT,
B HEM MOTYT BbITb CKPbITbl KAKWE-TO MraTHbIe YChyru;

Hymai, npexge yem otnpasuTb SMS, oTo Mnm Buaeo. Tbl TOYHO 3HaELWb, rae OHM OyayT B KOHEYHOM uTore?

Heobxoammo o6HOBNATE ONEepaLMOHHYI0 CUCTEMY TBOEro cMapTdoHa;

Vicnonb3yn aHTUBUPYCHbIE NpOrpamMMbl 45151 MOOMIbHbBIX TENedOHOB;

He 3arpyxan npunoxeHuss OT HEU3BECTHOrNO WCTOYHWKA, Bedb OHW MOryT codepxaTb BpPedOHOCHOe MporpaMMHoe
obecneyeHue;

Mocne Toro Kak Tbl BblgELWb C canTa, rae BBOAMI IMYHY0 MHCpopMaLUmMio, 3anam B HacTporiku bpay3epa 1 yganu cookies;

Mepuoamnyecku NpoBepsr, Kakue nnaTHble YCryru akTMBUPOBaHbI HA TBOEM HOMEDE;

[aBaw cBo HOMep MOBUIBLHOrO TenedoHa TOMNbKO MNMIOASAM, KOTOPbIX Thl 3HAELLb Y KOMY JOBEpSsiellb;

Bluetooth gomkeH GbITb BbIKIMIOYEH, KOrAa Thl UM He Nonb3yellibca. He 3abbiBali MHOrAa NpoBepsiTh 3TO.

Online urpbl

CoBpeMeHHbIe OHMaMH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBAKLLUNE Pa3BMNevYeHNsi, OObEOUHSIIOLLME COTHU ThICAY YENOBEK MO
BceMy mMupy. Irpoku nccnenyrot AaHHbIA UM MUP, OOLLAoTCs Apyr C APYroM, BbIMOMHSAOT 3a4aHusl, CPaXxarTcsi C MOHCTpaMu U
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nonyyaroT onbIT. 32 YOOBONBLCTBME OHY NNATAT: NOKYNAT AMCK, ONfavnBaoT aboHEMEHT U NprMobpeTaroT Kakne-To onumu.

Bce aTn cpencTtBa uayT Ha NnoaaepkaHue 1 pasBuTUE Urpbl, a Takke Ha caMy 6e30MacHOCTb: COBEPLLEHCTBYHOTCS CUCTEMBI
aBTOpM3aLUMM, BbiNycKaloTcs HOBblE NaTym (LudpoBkle 3annaTtku Ans NporpaMmm), 3aKpbiBaTCs YI3BMMOCTU CEPBEPOB.

B nogobHbIX urpax cTouT onacaTbCs He CTOSbKO CBOUX COMEPHUKOB, CKONBbKO KpaXkm TBOEro naporisi, Ha KOTOPOM OCHOBaHa
cuctema aBTopm3saLmm 6onbLUNMHCTBA Urp.

OcHoBHble coBeTbl N0 6e30NacHOCTU TBOErO UIPOBOrO akkayHTa:

1. Ecnu gpyrow nrpok Beget cebsa nnoxo nnun cosgaet Tebe HenpusATHOCTU, 3abrnoKMpyn ero B CNUCKE UIPOKOB;

2. lMoxanymca agMuMHUCTpaTopaM Wrpbl Ha MNNOXOe MOBEAEeHWe 3TOr0 WUrpoka, XXenatenbHO NPUMOXWMTb Kakue-To
JokasaTernbCcTBa B BUAE CKPUHOB;

3. He ykasbiBal nnyHyto nHopmaumio B npodanne urpbl;

4. YBaxkan opyrnx y4acTH/UKOB MO Urpe;

5. He yctaHaBnmBan HeodmumanbHble naTtyin n Mogbl;

6. Vlcnonb3ayi CroXHble 1 pasHble Naposnu;

7. Jaxe BO BpeMs Urpbl HE CTOUT OTKNIOYATb aHTUBMPYC. [oKka Tbl Urpaellb, TBOWN KOMMbIOTEP MOrYT 3apasunThb.

®ULIMHI UNK KpaXa JIMYHbIX AaHHbIX

OOGbIuHOW Kpaxey OeHer M [OKYMEHTOB CErofHsl yXe HUWKOrO He yAMBULLb, HO C PasBUTUEM WHTEPHET-TEXHOMOMMN
3110YMBbILUINIEHHUKM NEPEMECTUNNCE B MHTEPHET, 1 NPOAOIIKAKT 3aHUMaTbCs "MobumbiM" genom.

Tak nosiBunacb HoBas yrpo3a: UHTEPHET-MOLLUEHHUYECTBA MMM (QULLMHL, FMaBHas Lenb KOTOPOro COCTOUT B MOIyYeHUu
KOH(bMAeHUManbHbIX JaHHbIX Nofb3oBaTenen - NorMHOB M naponen. Ha aHrnuickoM a3bike phishing Yitaerca kak omwnHr (oT
fishing - peiGHast noens, password - naponb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnean 3a cBoum akkayHToM. Ecnu Tbl nopgo3peBaellb, 4TO TBOS aHkeTa Obina B3nomaHa, TO Heobxogumo
3abnoknpoBaTh ee 1 CoobLWNTL agMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO CKOpee;

2. Nicnonbayi 6e3onacHble Be6-CanTbl, B TOM YUCHE, MHTEPHET-MarasnHoB 1 NONCKOBLIX CUCTEM;

3. Ncnonb3yi cnoxHble 1 pasHble naponu. Taknm obpasom, ecnu Tebs B3NOMaloT, TO 3MOYMbILLNEHHUKM NonyyaTt JOCTyn
TOMbKO K OAHOMY TBOEMY NPOUIo B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heobxoaumo npeaynpeanTb BCeX CBOMX 3HAKOMBbIX, KOTopble AobaBneHbl y Tebs B Apy3bsX, O
TOM, UTO Tebs B3nomanu U, BO3MOXHO, OT TBOEro MMeHM ByaeT paccbinaTbCs CnaM U CCbIfIKM Ha OULLNHIOBbLIE CalThl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MoBUnbHLIN TeNedoH;

6. OTkNIoYM coxpaHeHue napons B Opaysepe;

7. He oTkpbiBan dannbl n apyrme BMOXEHUS B NMMCbMax, 4aXe €Criv OHU NPULLIAN OT TBOMX Apy3en. Jlydlle yTOYHU Y HUX,
OTNPaBnNsANN N oHW Tebe 3TN hannsbl.

LUundposas penytauus

UndpoBas penytaumss - STO HeratMBHas uWnM nos3uvTuBHas wHdopmaums B cetn o Tebe. KomnpomeTtupytowas
WHopMaLMs, pasMeLLeHHast B MHTEPHETE, MOXET Cepbe3HbIM 00pa3oM OTPasuTbCs Ha TBOEW peanbHoM xu3Hu. "Lindposas
penyTauusi" - 3To TBOM UMUOX, KOTOPbIA hopMupyeTcs n3 uHdopmaumm o Tebe B MHTEpPHETE.

TBOE MECTO XWUTENbCTBA, Y4edbl, TBOE (PUHAHCOBOE MONOXEHME, 0CODEHHOCTM XapakTepa 1 pacckasbl 0 Brim3kumx - Bce 310
HakannMeBaeTcs B CETU.

MHoOrMe noapoCTKM NErkOMBICITIEHHO OTHOCATCS K NyOnukauum nuyHoW uHdopmaumm B WHTepHeTe, He MoHMMas
BO3MOXHbIX MOcneacTBui. Tbl Aaxe He CMOXellb goragaTtbCs O TOM, 4TO poTorpadms, pasmelleHHas 5 net Hasag, crtana
NPUYNHON OTKa3a NpUHATL Tebs Ha paborTy.

KommeHTapuu, pa3melleHne TBoux cpoTorpacmin u gpyrme OencTBusi MOTyT HE UCYE3HYTb Aaxke Mocnie TOoro, Kak Thl UX
yAanuwb. Tbl HE 3HaeLb, KTO COXpaHun 3Ty MHopmMauuio, nonana nvm oHa B MOUCKOBbIE CUCTEMbI 1 COXpaHWNach N oHa, a
rmaBHOE: YTO NogyMalT o Tebe okpyxatolme naun, KoTopble HangyT U yBUMAAT 3T0. HanTu nHdopmaumio MHOroO neT cnycTs
CMOXeT ntobomn - Kak u3 gobpbIx NOBYXAEHUI, TaK U C HAMEPEHMEM NPUYMHUTL Bped. ITO MOXET OblTb KTO YroAHO.

OcHoBHbIe COBeThbI NO 3aLumTe LMdPOBOW penyTauum:

1. NMogymain, npexage 4em 4To-To NybnmkoBaTb 1 NnepenaBaTh y cebs B Griore unu B coumansHoOM cetu;

2. B HacTpolikax npoduns yCTaHOBM OrpaHNYeHUs Ha MPOCMOTP TBOEro NpPodmns 1 ero COAEPXKMMOro, caenam ero TonbKo
"Ans ppysen”;

3. He pasmeluai n He ykasbiBan MHpOpPMaLMIO, KOTOpasi MOXET KOro-rmbo ockopbnsiTe nnm obmxatb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LLIKOMbHUKWA - aKTUBHbIE Monb3oBatenu umdpoBoro npoctpaHcTBa. OgHaKO Janeko He BCe 3HalT, YTo
Nnornb30BaHNEe MHOTMMW BO3MOXHOCTSIMU LndpoBoro Mupa Tpebyet cobniogeHuns npaB Ha MHTENNMEKTyanbHy0 COOCTBEHHOCTb.

TepMmuH "vHTenneKkTyanbHass COOCTBEHHOCTb" OTHOCUTCH K Pa3fUYHbIM TBOPEHUSIM YENTOBEYECKOro YMa, HauymMHas C HOBbIX
n300peTeHnii 1 3HakoB, 0O03HaYaKLMX COOCTBEHHOCTb Ha NMPOAYKTbI U YCMNyrW, U 3akaHuMBasi kHUramu, dgotorpadusimu,
KMHOUMbMaMM 1 My3blKanbHbIMU NPOU3BEAEHUSMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENNEKTyanbHy0 COOCTBEHHOCTb Ha NPOM3BEAEHMS HAYKW, NUTepaTypbl N UCKYCCTBA.
ABTOpCKME MpaBa BbLICTYNAT B Ka4YeCTBE rapaHTUM TOro, YTO WHTENNEKTyanbHbIA/TBOPYECKUA Tpya aBTopa He Oyaet
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HanpacHbIM, JacT eMy ChpaBeasnvBbie BO3MOXHOCTWM 3apaboTaTb Ha pesyrnbratax CBOEro Tpyda, MonyyuTb M3BECTHOCTb U
npusHaHve. HukTo Ge3 paspelueHuss aBTopa He MOXeT BOCMPOM3BOAMTb €ro NpousBedeHue, pacnpocTpaHsATb, NyornMyHo
AEeMOHCTpUpoBaTh, NpoAasaTh, UMNOPTUPOBATb, MyCKaTb B MPOKaT, MyBrMYHO NCNONHATL, NOKa3bIBaTL/UCMOMNHATL B adupe unm
pasmMeLlatb B IHTepHeTe.

Mcnonb3oBaHre "nupatckoro” nporpaMMHOro obecneyeHus MOXET MPUBECTU K MHOMMM PUCKaM: OT MOTEPU AaHHbIX K
TBOMM akkayHTam A0 6rokMpoBKM TBOEro YCTPOWCTBA, rae yCTaHOoBMNeHa HeneranbHasa nporpamma. He ctouT Takke 3abbiBath,
YTO CYLLECTBYIOT feranbHble 1 6ecnnartHble NporpaMmbl, KOTOpble MOXHO HaNTU B CETW.

O noprane

CeTeBUYOK.pd - TBOW rMaBHbIN COBETYMK B CeTU. 3[4eCb Tbl MOXelWb Yy3HaTb O 6e30nMacHOCTU B CETU MOHATHBIM U
OOCTYMHBbIM S3bIKOM, @ MPU BO3HWKHOBEHWUMW KPUTUYECKOW CUTyauum obpaTuTbCs 3a COBETOM. A Takke MPUHATbL yyacTue B
KOHKypCax 1 cTaTb caMbiM LMAPOBbIM rpaxxgaHnHom!

MpunoxexHune N 3
NAMATKA onA POOUTENEW OB UHO®OPMALIMOHHON BE30OMNACHOCTU OETEN

Onpegenexve TepMuHa "MHopMaumnoHHaa GesonacHocTb geten" copepxutcs B PepepanbHom 3akoHe N 436-03 "O
3aumTte aeten o1 MHopMauum, NpUYMHAIOLLIEN BREA_MX 300PRO0BbLI0 U PasBUTUK", perynmpyrowmnM OTHOLLEHWS, CBA3aHHbIE C
3alNTON getern OT MHGOPMaLUKM, MPUYMHAIOWENA Bpen WX 300pOoBbi0 M (Mnu) pas3suTuio. CornacHo AaHHOMY 3aKOHY
"MHpopMaumoHHaa Ge3onacHOCTb AeTen” - 3TO COCTOSHME 3aLMLLEHHOCTM, MPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBLIN C
npuynHEeHneM wuHdopMaumen Bpega WX 340POBbID U (MNM) (PU3NYECKOMY, NCUXUYECKOMY, AYXOBHOMY, HPaBCTBEHHOMY
pasBUTUIO.

B cuny depnepanbHoro 3akoHa N 436-O3 mHdopmaumnen, NpUUMHSIOWEN Bpen 300POBbi0 U (MNW) pasBUTUIO OETEN,
ABNAETCA:

1. MH(popmaums, 3anpeLLeHHas AN pacnpocTpaHeHns cpean neTen;

2. HopmMauums, pacnpocTpaHeHe KOTOPON OrpaHUYeHo cpean aeTen onpeaeneHHbIX BO3pacTHbIX KaTeropui.

3. K uHdopmaumn, 3anpeLleHHon Ansa pacnpocTpaHeHus cpean aeten, OTHOCUTCS:

4. nHcbopmaums, NodyxaarLLas AeTeN K COBEPLUEHUIO AENCTBUI, NPeACTaBNSALMNX YTPO3y UX XKU3HU U (MIN) 300POBbIO, B
T.4. NPUYMHEHNIO Bpeaa CBOEMY 300POBbI0, CaMOyOUIACTBY;

5. cnocobHOCTb BbI3BaTb Yy [eTel XeraHue ynoTpebuTb HapKoTUYeckne CpeacTBa, MNCUXOTPOMHble U (Unn)
ogypMaHuBawLIMe BellecTBa, TabauHble W3Oenusi, ankorofibHyK M CNMPTOCOAEPXKallylo MPOAYKLMIO, MUBO U HaMUTKK,
N3roTaBnMBaeMble Ha €ro OCHOBE; MPUHATb y4acTMe B asapTHbIX Urpax, 3aHUMaTbCsl NPOCTUTYLMEN, BPOASKHUYECTBOM UMK
nonpoLLanHU4YeCTBOM;

6. obocHoBbIBaloLWasa unu onpasgblBalowas [ONyCTUMOCTb Hacunmns u  (unn) kectokoctn nunbo nobyxaatowas
OCYLLECTBNATb HACUIbCTBEHHbIE AENCTBUSA MO OTHOLLEHWIO K MIOAAM 1 XUBOTHbIM;

7. oTpuuaoLLan cemenHble LEeHHOCTU 1 opMUpyLoLLas HeyBaXeHne K poaMTeENnaM 1 (UnNu) Apyrmm YreHam cembh;

8. onpasgbiBatoLLaa NPOTUBONPaBHOE NOBEAEHNE;

9. copeprallas HeLeH3ypHyto bpaHb;

10. copepkawasn nHbopmMaLmio NopHorpadn4eCcKkoro xapakrepa.

K nHdopmauum, pacnpoctpaHeHne KOTOpoW OrpaHNYeHo cpeaun geTen onpeaeneHHoro Bo3pacra, OTHOCUTCS:

1. uHdopmaums, npeactasnsiemMasi B BUae n306paxeHnss Unm onmcaHus ecTtokocTu, omuanyeckoro u (Mnm) nCMxXnYecKoro
Hacunnsi, NPEeCTYNNEHNS N1 MHOFO aHTUOBLLECTBEHHOIO AENCTBUS;

2. BbI3blBaOWAa y OEeTel CTpax, yXac UMM MaHuKy, B T.4. NpeacTaBnsemMasl B BUAE U300paXeHus unm onucaHus B
YHMKaIOLLEN 4YernoBevyeckoe OOCTOMHCTBO (DOpPME HEeHACUNbCTBEHHOW CMepTu, 3aboneBaHusi, caMoyOuICTBA, HECYACTHOro
cny4asi, aBapum nnuv Kkatactpodbl U (MNn) X NOCNEACTBUI;

3. npeacraensiemast B BUAE U3006pakeHUs U ornmMcaHusi NoroBbIX OTHOLLIEHWUA MEXAY MY>XHYUHOWM U XKEHLLMHON;

4. copepxallasi bpaHHbIe CroBa M BbIPAXEHUS], HE OTHOCSALLMECS K HELLeH3ypHOWN BpaHu.

C yuetom 3atoro Bam npegnaratotcss npaBuna paboTtbl B ceTu WHTEpHET Ans pasnuuyHbIX BO3PACTHbIX KaTeropuw,
cobntogeHne KoTopbix NO3BONUT obecneuntb MHOPMAaLIMOHHYH 6E30MacHOCTL BalUMX AETEN.

O6wme npaBuna gnsa pogutenemn

1. HesaBucmmo oT Bo3pacta pebeHka wucnonb3ynTe nporpammHoe obecnedeHne, nomorawollee UNLTpoBaTb W
KOHTPONMMpoBaTb MHGOPMAaLMI0, HO He MnofaraMTecb MOSIHOCTbIO Ha Hero. Bawe BHUMaHMe K pebeHKy - rmaBHbIi MeTon
3aLUMnTDI.

2. Ecnun Baw pebGeHok nMeeT akkayHT Ha 0gHOM M3 coumanbHblx cepsucos (Livedournal, blogs.mail.ru, vkontakte.ru u T.n.),
BHMMAaTENbHO M3y4nTe, Kakyro MHpopMaLmio NOMELLAoT ero y4acTHUKM B CBOMX Npodunax u brnorax, Bknroyasa dotorpacdum un
BUAEO.

3. MpoBepbTe, C KakKMMK OpYrMMn carTamu CBA3aH coumnanbHbii cepBuc Bawero pebeHka. CTtpaHuyku Bawero pebeHka
MoryT 6bITb 6e3onacHbIMU, HO MOTYT N coAepXaTb CCbINKN Ha HexenaTtenbHble U onacHble canTbl (Hanpumep, MOPHOCANT, Unu
CaWT, Ha KOTOPOM OpYyr YNOMUHAET HOMEpP COTOBOro TenedoHa Bawero pebeHka nnv Baw gomawHuin agpec).
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4. Moowpsinte Bawmx peteit coobwate 060 BCEM CTPAHHOM MINU OTTANKUBAKLLEM W HE CIULLKOM OCTPO pearnpymre,
Korga OHM 3TO AenarT (U3-3a onaceHus NoTepsaTb JOCTyN K HTEpHETY AeTU He roBOpsAT poautensam o npobrnemax, a Takke
MOTyT HayaTb Ucnonb3oBaTb IHTEPHET BHE AOMa U LLKOSbI).

5. byabte B Kypce ceTeBon Xu3HW Bawero pebeHka. WHTepecyinTecb, KTO ux Apy3bs B WHTepHeT Tak xe, Kak
WHTEepecyeTeChb pearbHbIMU OPY3bsSMU.

BospacTt ot 7 go 8 ner

B WHTepHeTe pebeHoK cTapaeTcd MOCETUTb Te UMW UHble CalTbl, @ BO3MOXHO M 4aTbl, paspelleHne Ha nocelleHue
KOTOpbIX OH He nonyuun 6bl OT poauTenen. losTomy poauTensam ocobeHHO nonesHbl OyoyT Te OT4yeThbl, KOTopble
npegocTaBNalTCa nporpaMMamMu no OrpaHUYEHuo UCMonb3oBaHua VIHTepHeTa, T.e. PoaMTenbCKMn KOHTPOMb MK TO, YTO Bbl
CMOXeTe yBuaeTb BO BpeMeHHbIX dannax. B pesynerarte, y pebeHka He BygeT oLlyLleHWs, YTO 3a HUM BeAeTCsl NOCTOSAHHbIV
KOHTPOMNb, OAHaKo, poauTenu OyayT No-npexHemy 3HaTb, Kakue canTbl nocellaetr ux pebeHok. [letm B AaHHOM Bo3pacrte
obnagaloT CUnNbHbBIM YyBCTBOM CEMbW, OHW JOBEPYMBBLI U HE COMHEBatOTC B aBToputeTax. OHu NobAT urpatb B CETEBbIE UrPbI
M nyTewecTtBoBaTtb N0 VIHTEpPHETY, MCMONb3ys 3MEKTPOHHYK MOYTY, 3axX0AUTb Ha CalTbl U YaTbl, HE PEKOMEHOOBaHHbIE
poauTensiMu.

CoBeTbl No 6e3onacHOCTN B ceTu VIHTepHeT ans aeten 7-8 net

1. Co3panite cnncok JoMallHUX npaBun noceweHns MHTepHeTa npu yyactum geten n tpebyiite ero BbIMONHEHUS.

2. Tpebynte ot Bawero pebeHka cobnogeHns BpEMEHHbIX HOPM HaXOXAEHUS 3a KOMMboTepoM. Mokaxute pebeHky, 4To
Bbl Habntogaete 3a HMM He nNoTomy 4To Bam 310 xouetcs, a notomy 4To Bbl Becnokoutech 0 ero 6e3onacHocTv u Bcerga
rOTOBbI EMY MOMOYb.

3. KomnbtoTep ¢ nogkntoveHnem k IHTepHeTy JOMKEH HaXO4MTbCs B 06LLE KOMHATE NoZ NPUCMOTPOM POAUTENEN.

4. Vicnonb3ynTe cneunanbHble AeTCKME NOMCKOBbIE MaLUWHbI.

5. Vicnonb3yiiTe cpeacTBa GNOKMPOBaHUS HEXenaTernbHOro KOHTEHTa Kak AOMOMHEHUe K cTaHgapTHomy Pogutenbckomy
KOHTPOSHO.

6. Co3ganTe ceMenHbI ANEKTPOHHbIN ALWKK, YTODObI HE MO3BONUTL AETAM MMETb COBCTBEHHbIE agpeca.

7. briokvpynTe goctyn K cantam c 6ecnnatHbIMW MOYTOBLIMW SALLMKAMW C MOMOLLbIO COOTBETCTBYHOLLErO NPOorpamMmmHOro
obecneyveHus.

8. Mpuyunte geten coseToBaTbCst ¢ Bamun nepeq onybnukoBaHmemM kakon-nmbo nHopmauumn cpeactBammn arekTPOHHON
noyThl, YaTOB, PErMCTPAaLMOHHbBIX OPM 1 NPOUNEN.

9. HayuuTe geten He 3arpyxatb annbl, NporpaMmmMbl UM My3blky 6e3 BaLlero cornacus.

10. He paspeluarite getsam ncnonb3oBath Cy>Obl MTHOBEHHOTO 06MeHa COOBLLEHNAMM.

11. B "GenbIn" cnMcok CanToB, pa3peLLEHHbIX A4S MOCELLEHUS, BHOCUTE TOMbKO CanThbl C XOPOLUEW penyTauunen.

12. He 3abbiBavite 6ecenoBatb ¢ getbMu 06 ux apysbsx B VIHTepHeTe, Kak ecnin Obl peyb Wwna o Apy3bsx B peanbHOWn
XKNU3HN.

13. He penawirte "1aby" n3 BONpoOCOB NOSIOBON XW3HW, Tak kKak B IHTEpHETE AETM MOrYT NErko HaTKHyTbCSA Ha NopHorpaduto
Mnn canTbl "gns B3pocnbix”.

14. Npwnyuute Bawero pebeHka coobLate Bam 0 NMobbIX yrpo3ax Unv TpeBorax, cBa3aHHbIx ¢ MHTepHeToM. OcTaBanTech
CMOKOMHBbIMW U HAaNoOMHUTE OETAM, YTO OHM B 6€30MacHOCTU, eCMM CaMu pacckasany BaM O CBOMX TpeBorax. [oxsanuTe ux u
NMOCOBETYWTE NOAOWTU eLle pa3 B NOAOOHbBIX criyyasix.

BospacT getei ot 9 no 12 ner

B paHHOM BO3pacTe OeTu, Kak MpaBWmo, yXXe HacrnblllaHbl O TOM, Kakas MHopmauusi cywlecTByeT B MHTepHeTe.
CoBepLUeHHO HOpMarbHO, YTO OHM XOTAT 3TO YBWUAETb, MPOYECTb, yCrbiwartb. [1py 3TOM HY)XHO MOMHUTb, YTO AOCTYN K
HexxenarternbHbIM MaTepuanam MOXHO fnerko 3abnokupoBaTb Npy NOMOLLM CpeacTB Poantenbckoro KOHTpons.

CoseTbl No 6e3onacHocTn Ansa geter ot 9 go 12 net

1. Cospgavite cnnMcok goMallHUX npaBun nocelleHns MIHTepHET npu ydactum geten u Tpebyinte ero BbINOMHEHUS.

2. Tpebynte oT Bawero pebeHka cobniogeHnss HOpM HaXOXKAEHUSA 32 KOMMNBIOTEPOM.

3. HabnioganTte 3a pebeHkoM npu paboTe 3a KOMNbIOTEPOM, NoKaxunte emy, 4to Bbl 6GecnokomTtecb 0 ero 6esonacHoCT 1
BCerga rotoBbl OKa3aTb €My MOMOLLb.

4. KomnbloTep ¢ nogkntioveHnem B IHTEpHET AOMKEH HaxoaMTbCs B 06LLE KOMHATe nog NPUCMOTPOM POAUTENEN.

5. WcnonbayinTe cpeacTBa GroOKMpOBaHUS HexenaTenbHOro KOHTEHTa Kak AOMOofNHeHue K ctaHgapTtHomy Pogutenbckomy
KOHTPONIO.

6. He 3abbiBaiiTe npuHMMaTb HEMoCpenCcTBEHHOE y4yacTue B XM3HM pebeHka, becepgoBaTb C geTbMu 00 MX Opy3bsx B
WHTepHeTe.

7. HactamBainTe, 4TOObI €T HMKOrAA He Cornawannchb Ha NiMYHbIe BCTPeYN C Apy3bsiMu Mo VIHTEpHETY.

8. Mo3BonsiTe geTsiMm 3axoQuTb TONbKO Ha calTbl U3 "Oenoro” cnucka, KOTopbi co3ganTe BMECTE C HAMMW.

9. lMNpuyunte geten HUKorga He BblgaBaTb NUYHYKO WMHOPMaLUMIO CPeAcTBaMM 3MEKTPOHHOW MNOYThI, 4aToB, CUCTEM
MIFHOBEHHOrO OOMeHa COOOLIEHUSAMW, PErncTpauMoHHbIX hOpM, MUYHBIX Npodunern U Npu perncTpauum Ha KOHKYpPCbl B
WHTepHeTe.
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10. MNpuyunte peTert He 3arpyxartb nporpaMmbl 6e3 Bawero paspewwenunsi. OObSCHUTE MM, YTO OHM MOTYT CIy4anHO
3arpysuTb BUPYCbl UMW APYroe HexenarternbHoe nporpammHoe obecneveHue.

11. Cosgawte Bawemy pebeHKy orpaHU4EeHHYH0 YY4ETHYIO 3anuchb Ansa paboTbl Ha KoMMNblOTEPE.

12. Mpuyunte Bawwero pebeHka coobLliaTe BaM O MoBbIX yrpo3ax Unu Tpesorax, CBs3aHHbIX ¢ MIHTepHeToM. HanomHuTe
OeTSAM, 4TO OHM B 6e30nacHOCTM, eCnn camm pacckasany BaM O CBOMX TPEBOrax v onaceHusx.

13. PacckaxuTe fetam o nopHorpaduu B VIHTepHeTe.

14. HactauBarite Ha ToM, 4YTOObI AEeTU NpegoCTaBnsanM BaM AOCTYN K CBOEW 3MIEKTPOHHOM No4dTe, Y4Tobbl Bbl yOeaunuch,
YTO OHW He obLalTCs C He3HaKoMLaMU.

15. O6bACHNUTE AETAM, YTO HEMb3si UCMONb30BaTb CETb ANSA XYNUraHCTBa, PacnpoCTPaHEeHWUs CNNETEH UMK Yrpos.

BospacT peten ot 13 no 17 net

B aTom Bo3pacTe noapOCTKM aKTMBHO WUCMOMb3YIOT MOUCKOBbIE MallWHbI, NOMb3YTCA 3NEKTPOHHOW MOYTOMW, cryxbamu
MrHOBEHHOro obmeHa CoobLLEeHUAMN, CKauMBaoT My3bIKy U bunbMbl. Maneinkam B 3TOM Bo3pacTe bonblue No HpaBy CMeTaTb
BCE OrpaHMYEHUs], OHW XaxayT rpyboro romopa, a3apTHbIX Urp, KapTUHOK "ans B3pocnbix”. [eBo4ku npegnovmTatoT odwartbes B
yarax, Mpu 3TOM OHW ropa3go 6onee YyBCTBUTENbHBI K CEKCYarbHbIM JOMOraTenscTsam B MIHTepHeTe.

3avacTyo B JaHHOM BO3pacTe pPOAMTENSIM YXXe BECbMa CMOXHO KOHTPONMpPOBaTb CBOMX AeTel, Tak kak 06 MIHTepHeTe oHn
yXe 3HalT 3HauYnTenbHO Oomnblue CBOMX poauTenen. Tem He MeHee, He OTnyckamTe geten B "cBobogHoe nnaBaHue" Mo
WHTepHeTy. CTapaiiTech akTMBHO y4acTBOBaThb B 06LeHNM pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobniogate npasuna VMHTepHeT-6e30nacHOCTM - cornalleHne Mexay poauTensMu U AeTbMU.
Kpome TOro, Heobxogumo kak MOXHO Yalle npocMaTtpuBaTb OTYETHI O AesTenbHOCTU AeTel B NHTepHeTe. Cnepyet obpatutb
BHMMaHWe Ha HeobXOOUMOCTb COAEpPXaHWUS POAUTENbCKUX MNaponen (napone agMMHUCTPATOPOB) B CTPOTOM CEKpeTe U
06paTuUTb BHUMAHNE Ha CTPOrOCTb 3TMX NApOnen.

CoBerTbl No 6e3onacHocTK B 3ToM Bo3pacTte oT 13 go 17 net

1. CospariTe CnNMCOK JOMaLUHMX NpaBun noceLleHust MIHTepHeTa npu y4acTum NoapocTKOB U TpebyinTe Ge3yCrnoBHOro ero
BbiNnonHeHnst. OBrosopuTe ¢ pebeHKOM CNMCOK 3anpelleHHbIX canToB ("4epHbl cnucok"), vacbl paboTbl B WHTepHeTe,
PYKOBOACTBO MO 06LeHuto B VIHTEpHeTe (B TOM 4Mcne B YaTtax).

2. KomnbtloTep ¢ NOAKMYEHNEM K ceTu VIHTepHEeT AOMKeH HaxoamTbCs B 06LLeln KoMHaTe.

3. He 3abbiBante 6ecenoBatb ¢ AeTbMM 00 UX Apy3bsix B VIHTEpHETE, O TOM, YEM OHU 3aHATbI TakuM obpa3om, OyaTo peyb
naeT o Apy3bax B peanbHOM Xun3Hu. CnpawmsanTe O Noaax, ¢ KOTOpbIMU AeTn obLaTcs NoCpeacTBOM CryX6 MrHOBEHHOro
obmeHa coobweHnsMn, 4Tobbl yoeamTbes, YTo 3T Noan UM 3HAKOMbI.

4. Ncnonb3yiTe cpeacTBa BNOKMPOBaHMA HexXernaTenbHOro KOHTEHTa Kak [OMOoNHeHue K ctaHgapTHoMy Pogutenbckomy
KOHTPONIO.

5. HeobxogmMmo 3HaTb, KakMMy 4Yatamy nonb3ytoTcst Bawm getun. Moowpsante Mcnonb3oBaHWE MOAEPMPYEMbLIX YaToB U
HacTauBanTe, YTOObI AeTW He 0bLanMcb B NPUBATHOM PEXUME.

6. HactamBainTte Ha TOM, YTOObI AETM HMKOrOA HE BCTPEYanuch JIMYHO C Apy3bsMu U3 ceTn NHTepHeET.

7. Tpuyunte geten He BblgaBaTb CBOK JIMYHYD MHGOpPMaUM0 CpeacTBamMu SMEKTPOHHOW MouYThbl, 4aToOB, CUCTEM
MIFHOBEHHOrO OOMeHa COOOLIEHUAMW, PEerncTpaLuoHHbIX OpPM, MUYHBIX Npodunern u Npu perncTpauum Ha KOHKYPCbl B
WHTepHeTe.

8. Mpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspeweHusi. OObACHUTE UM, YTO OHW MOTFYT CIy4arHO
3arpysuTb BUPYChI UMW APYroe HexenarternbHoe nporpaMmmHoe obecneveHue.

9. Mpuyunte Bawero pebeHka coobwatb BaM O NObLIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ VIHTepHeToM. HanomHute
OeTSAM, YTO OHM B GE30MacHOCTK, ecriM camu pacckasanu BaM, O CBOMX Yrpo3ax unu Tpesorax. [loxsanute nx u nocoBeTyinTe
NoAONTY elle pa3 B NOA06HLIX criyyasix.

10. Pacckaxnte getam o nopHorpacdum B NHTepHeTe. Momornte um 3aWwmuTutbca OT cnama. HayumTe noapoCTKOB He
BblaaBaTb B VIHTEpHETe CBOEro peanbHOro aNeKTPOHHOro agpeca, He OTBeYaTb Ha HexenaTernbHble MMCbMa W UCMoNb30BaTh
crneunanbHble NoYToBblE (PUNLTPHI.

11. Mpuyunte cebsa 3HAKOMUTLCA C CanTamu, KOTOpbIE NOCEeLLaT NOAPOCTKM.

12. Hayunte peten yBaxaTtb ApYrux B UHTEpHeTe. YbeanTechb, YTO OHU 3HAKT O TOM, YTO MpaBmna XopoLlero noseaeHus
OENCTBYIOT Be3ie - AaXe B BUPTyanbHOM MUpE.

13. O6bsAcCHUTE OETAM, YTO HM B KOEM Cryyae Henb3si ucnonb3oBatb CeTb NS XyNUraHCTBa, pacnpoCTpaHeHUs CnneTteH
UnNu yrpo3 apyrum nogsam.

14. O6bcygute ¢ nogpocTkamu NpobrnemMbl CeTeBbIX a3apTHbIX UMP U UX BO3MOXHbBIN pUCK. HanoMHuTe, 4TO AT He MOoryT
urpaTb B 3TW UrPbl COMMAacHO 3aKOHY.

IMOCTOSIHHO KOHTpONUpyWTe ucnonb3oBaHue WHTepHeTa Bawum pebeHkom! OTO He HapylleHue ero nmM4HOro
NpOCTPaHCTBa, a Mepa NPeLOCTOPOXHOCTU U NposiBneHve Ballen poantensckon OTBETCTBEHHOCTM U 3a00Thl.

ONEeKTPOHHBIN TEKCT AOKYMEHTa

nogrotoBreH AO "Kogekc" n ceepeH no:
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