MAMSITKA J1JIS1 OBYYAIOIIIUXCSI Ob THO®OPMAIIMOHHOM
BE3OINACHOCTHU JETEN
HHOOPMAIIMOHHASI IAMSTKA IJIS1 OBYUYAIOIIIUXCS I
PASMEIIEHUS HA O®OUIIHAJIBHBIX
UHTEPHET-PECYPCAX

C Ka>XIbIM I'OAOM MOJIOACKHU B HHTCPHCTC CTAHOBUTCA 6OJILHI€, a MIKOJIbHHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTeNeH PYHGTa. MC}KI[y TCM, IIOMHMO
OTPOMHOI'0 KOJIMYCCTBA BOBMO)KHOCTGﬁ, HHTCPHCT HCECCT U HpO6HCMLI. OTta
IHaMsiTKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOINUTLCA B CCTH.

KomnbrorepHbie BUPYChI

KoMIIBIOTEPHBINT BUPYC - 3TO Pa3HOBHJIHOCTH KOMIIBIOTEPHBIX IIPOrPAMM,
OTIIMYUTEIBHON OCOOCHHOCTBIO KOTOPOM SIBJISIETCS CIIOCOOHOCTh K PAa3MHOKEHUIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEAUTh WIH MOTHOCTbIO YHHUTOXHTh
BCE (pailsibl U JaHHBIE, MOJKOHTPOJIBHBIE MOJIB30BATEI0, OT UMEHU KOTOPOro ObL1a
3almylnieHa 3apaKeHHas IporpaMma, a TakKKe MOBPEAUTh WIH JaXe YHHUYTOXHTh
ONEpPAllMOHHYI0 CHCTEMY CO BCEMH (paillamu B 1eJOM. B OOJBIIMHCTBE CllydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MeTo1bl 3a1UThI OT BPEIOHOCHBIX MPOTPAMM:

1. Mcrionp3yii COBpEMEHHBIE ONEpAallMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHb 3aIIUTHI OT BPEJOHOCHBIX IPOTPaMM;

2. I[locrossHHO ~ ycraHaBnuBai mauTd  (UM@pOBBIE 3aIUIATKH, KOTOPBIE
aBTOMATUYECKU YCTAaHABJIMBAIOTCS C LEIbI0 JOPAa0OTKH MpPOrpammbl) U JIpyrue
OOHOBJICHUS CBOEW orepanuoHHOW cucTembl. CkauMBai WX TOJIBKO C
opurmanpHoro  caiita  paszpaborunka OC. Ecmu  CcymecTByeT  pexum
aBTOMATHUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PaGoTtaii Ha cBOeM KOMNBIOTEpPE TOJA MpaBaMU TMOJb30BATEs, a HE
aMUHHUCTpATOpa. OTO HE IMO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMM
WHCTAJNIMPOBATHCS HA TBOEM NEPCOHATILHOM KOMIIBIOTEPE;

4. Wcnionb3yl  aHTUBHUPYCHBIE  MPOrpaMMHBIE  MPOAYKTbl  M3BECTHBIX
MPOU3BOAMUTEIIEH, C aBTOMATHYECKUM OOHOBIIEHUEM
0as;

5. Orpannub (U3HUECKUN JOCTYT K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mlcrionp3yii BHENTHIE HOCUTENN HHPOpMAIH, TaKhe Kak (hJelika, JTUCK WIH
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpwiBaii kommbploTepHBIE (haiiibl, TOJYYCHHBIE W3 HEHAIECKHBIX
UCTOYHUKOB. Jlaxke Te (haitibl, KOTOpbIe MpUCIA TBOM 3HAKOMBIi. Jlydilie yTouHu y
HET0, OTIPABIISI JIU OH TEOE UX.

Ceru WI-FI

Wi-Fi - 310 He BHJ mepeaaun JaHHBIX, HE TEXHOJIOTHS, a BCETrO JIMIIL OpPEHI,
mapka. Eme B 1991 rogy HuumepiaHickash KOMITAHHMSI 3aperucTpupoBaia OpeH]
"WECA", uro o0Oo3nayano cioBocouetanue “Wireless Fidelity”, koropsrii



MepeBOUTCS Kak "0ecrnpoBOHAS TOYHOCTh".

Jlo Hamrero BpemMeHH jomia aApyras abOpeBuarypa, KoTopas SBISETCS TaKOU
ke TexHoiorued. Dto abOpemarypa "WIi-Fi". Takoe Ha3BaHume OBUIO JaHO C
HaMEKOM Ha CTaHJapT BBICIICH 3ByKoBOW TexHUKH Hi-Fi, 9T0 B mepeBojie o3HavaeT
"BBICOKAsi TOYHOCTH".

Jla, O6ecruiaTHBIN MHTEPHET-TOCTYI B Kade, OTEISIX W adpOIoOpTax SBIISCTCS
OTIIMYHOM BO3MOKHOCTHIO BHIX0/1a B MHTEpHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, UTO
obmenoctymnusie Wi-Fi cetn He sSBIISIOTCS 0€30MaCHBIMH.

CoeThl 110 6€301aCHOCTH paboThI B 001ea0cTymHbIX ceTsax Wi-fi:

1.He mepenaBaii cBoro juuHyi0 uHpOpMaIuio depe3 oobmenoctynabie Wi-Fi
ceTu. PaboTas B HUX, )KeJIaTebHO HE BBOAUTH MapOJIU IOCTYIIA, JIOTUHBI M KAKHUE-TO
HOMEDA;

2.Vcrionb3yii 1 OOHOBIISI aHTUBHUPYCHBIE MporpaMMbl U OpaHaMayep. Tem
caMbIM ThI 00€30macullb ce0sl OT 3aKaYKU BUPYyca Ha TBOE YCTPOMCTBO;

3. [Ipu ucnonb3oBanuu Wi-Fi otkimoun ¢pysakmnuro "OOmmid 1ocTyn K ¢aitiam u
npuHTepam". JlanHas (QyHKUMS 3aKpbITa MO YMOJIYAHUIO, OJHAKO HEKOTOpHIE
MOJIb30BATENM AKTUBUPYIOT €€ JJIsl y100CTBa MCIIOJIb30BaHUs B paboTe win y4eoe;

4. He ucnonb3yit myommunsiii WI-FI 115 nepenaun TuyHbIX TaHHBIX, HAIIPUMED
JUTSI BBIXO/Ia B COIMATIBHBIC CETH WJTU B DJICKTPOHHYIO TTOYUTY;

5. Mcrmonp3yit TopKo 3amuiienaoe coenquaenne yepe3 HTTPS, aue HTTP, T.e.
npu Habope BeO-aapeca BBoaM uMeHHO "https://*;

6.B moOmibHOM Tenedone otkmoun ¢yHkmuoo "Tlonkmouenune k Wi-Fi
aBromatudecku". He nmomyckail aBTOMaTHYECKOTO MOAKIIOYEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cormacusi.

ConuajabHble ceTH

CornuanabHbie CETH aKTUBHO BXOJST B HAIlly KM3Hb, MHOTHE JIFOJH pa0OTalOT U
JKUBYT TaM IMOCTOSIHHO, a B Facebook yke 3aperucrpupoBan MuiLIHap, 4eIOBEK,
qTO SBISIETCS OJHOM CeAbMOM BCEX JKUTEJIEH IJIaHSThl. MHOTHME MOJIb30BATEIIN HE
MOHUMAIOT, YTO WH(OpMaIMs, pa3MelleHHass UMU B COIIMATIBHBIX CETAX, MOXKET
ObITh HaliJleHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHUCJE HE 00s3aTENIbHO C
OJIaruMu HaMEPEHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIMATIBHBIX CETSIX:

1. Orpannyb CUCOK Apy3eid. Y TeOsl B Ipy3bAX HE JOHKHO OBITh CIIyYalHbIX U
HE3HAKOMBIX JIIOJICH;

2.3amumiail cBOK 4acTHYIO ku3Hb. He ykaspiBail maposu, TenedoHsl, aapeca,
JaTy TBOETO POXKACHHUS U JAPYTYI0 JUYHYI0 WHOOPMAIUIO. 3JI0YMBIIUICHHUKH
MOTYT HCIIOJIb30BaTh Jake WHGOPMAIMIO O TOM, KaK Thl M TBOW POJIUTEIH
IJIAHUPYETE MPOBECTU KAHUKYJIBI;

3.3amuinai CBOIO PemyTaluio - AEp>KU €€ B UUCTOTE | 3aJaBail cebe BOIpoc:
XOTeJ OBl ThI, YTOOBI APYrue TMOJIb30BATEIM BUJICNIH, YTO Thl 3arpyaemib?
[Toxymaii, mpesxie 4eMm 4To-TO OMyOJIMKOBaTh, HAIIMCATh U 3arPy3UTh;

4.Eciii Thl TOBOPUIIL C JIKOJIbMU, KOTOPBIX HE 3HACIb, HE MCIIOIB3YH CBOE
pealibHOe UMS U APYTYIO JIMYHYI0 UH(DOpPMALUK: UM, MECTO JKUTEJIbCTBA, MECTO
y4eObl ¥ IpoYee;



5. 30eraii pasmemenus: ¢ororpaduit B MuTEepHETE, T/Ie Thl M300paKeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO ONPEEIUTh TBOE MECTOTOJIOKEHHE;

6. [Ipu peructpanuu B COIUANIBHON CETH HEOOXOAMMO HCIOJIB30BaTh CIOKHBIC
NapoJIH, COCTOSIINE U3 OYKB U IU(P U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. J17s1 conanbHOM ceTH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HCIIOJIB30BAThH
pasubpie mapond. Torga eciau TeOs B3JIOMAlOT, TO 3JOYMBIIUICHHUKH MOJIydaT
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHDbIE IEHbI'H

DNEeKTPOHHBIE JIEHBIM - 3TO OYEHb YAOOHBIM CMOCOO TIaTexed, OJHAKO
CYIIECTBYIOT MOLLIEHHUKH, KOTOPBIE XOTAT MOJYYHUTh 3TH ICHBIH.

DIIEKTPOHHBIE IEHBI'M MOSBUINCH COBCEM HEAABHO U MMEHHO M3-3a 3TOTO BO
MHOTUX TOCyAapCTBax A0 CHX MOP HE MPOIMHUCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM (PyHKITMOHUPYIOT M O HUX YK€ TPOIKCAHO B 3aKOHE, /1€ X
pa3zeNsaoT Ha HECKOJIBKO BUOB - aHOHUMHBIE U HE aHOHMMHbIE. Pa3HuIa B TOM,
YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcss NPOBOAUTH olepanuu 0e3
UJEHTU(PUKALIMY T10JIh30BaTENs, & B HCAHOHUMHBIX UACHTU(UKALINS TTOIh30BATEIS
ABJIAETCS 0053aTEBLHOM.

Taxke crnegyer pas3iuyaTh JJIEKTPOHHbIE (UATHBIE JEHbIM  (paBHBI
rOCYJIapCTBEHHBIM BaJllOTaM) U D3JICKTPOHHbIC He(UATHBIC NCHBIM (HE PaBHBI
rOCyJJapCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI MO 0€30MaCHOI padoTe ¢ IIEKTPOHHBIMU JEHBIAMHU:

1. [IpuBspku K cueTy MOOMIIBHBIN TenedoH. DTO caMblil yIOOHBIA U OBICTPHIN
croco0 BOCCTAaHOBUTH JOCTYH K cuery. IIpuBs3aHHbIN TeneoH MOMOXET, €ciu
3a0yjenib CBOM TMJIATEXKHBIA Mapoib WM 3aiiielllb HAa CalT C HE3HAKOMOTO
YCTPOMCTBA;

2.cnonb3yin oxHopa3zoBeie maposid. Ilociie mepexoma Ha  YyCUIICHHYHO
aBTOpHU3alMI0 TeOe yke He OylneT yrpoxaTh OMAaCHOCTh KpaKW WM TepexBara
IJIaTEKHOTO MapOJIs;

3.BoiOepu cnoxnblid mapodib. IIpecTynHukam OyaeT He MOpOCTO yrajaarthb
CJIOXHBIN aposib. HaziesxHble mapoiiv - 3To napoiiv, KOTOpbIe COJEpKaT HE MEHee 8
3HaKOB W BKJIFOYAIOT B c€0s1 CTPOUHBIC U MPOIMUCHBIE OYKBBI, UPPHI U HECKOJIBKO
CUMBOJIOB, TaKME€ KaK 3HAaK Jo0Juiapa, (pyHTa, BOCKIMLATEIbHBIM 3HAK M T.M.
Hampuwmep, $tRONg!;;

4. He BBOIM CBOM JIMYHBIE TAaHHBIE HA CAlTaX, KOTOPBIM HE IOBEPSEILIb.

DJIeKTPOHHAS MOYTA

DNEeKTpOHHAs MOYTa - 3TO TEXHOJOTUS U MPEIOCTABISAEMbIE €10 YCIyTH IO
MEePECHUIKE U MOTYUYEHHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE PACIIPEACIISIOTCS B
KOMIBIOTEpHOH ceTh. OOBIYHO DICKTPOHHBIM TOYTOBBIA SITUK  BBITJISIUT
CIIEAYIOLUM
oOpa3zoM: uUMs_ToJib30BaTeNsI(@uUMs_JoMeHa. Takke Kpome Iepeaayd MpOCTOro
TEKCTa, UMEETCSI BO3MOKHOCTh NepeiaBaTh (aiibl.

OCHOBHBIE COBETHI 110 OE30IMaCHON PabOTe C IEKTPOHHOM MOUTOM:

1. Hayo BbIOpaTh paBuIibHBINM OYTOBBIN cepBUC. B HHTEpHETE €CTh OrPOMHBIN



BBIOOp OECIUIATHBIX MOYTOBBIX CEPBHUCOB, OJIHAKO JIydllle JOBEPSTh TEM, KOTO
3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBail B nMu4yHOU mouTe JuuHyl0 uHpopmanmio. Hanmpumep, myurie
BbIOpaTh "My3bIKanbHbIN _(panat@" wium "pok2013" BmecTo "Temal3";

3. Mcnonb3yit AByX3TaHy0 aBTOPU3ALINAI0. ITO KOTJIa TOMUMO MMapoJIsi HY>KHO
BBOJIUTH KOJI, MPUChUTaeMbIi 10 SMS;

4. Beibepu cnoxHbIN mapoiib. [[J1s KaKI0TO MOYTOBOTO SIIIUKA JOJDKEH OBITH
CBOM HAJICkKHBIN, YCTOMYUBBINA K B3JIOMY T1apOJIb;

5. Ecii ecTh BO3MOXHOCTh HamucaTb CaMOMYy CBOW JIMYHBIA BOMPOC,
UCIIOJIb3YH 3Ty BO3MOYKHOCTb;

6. Mcrionp3yi HECKOJIBKO IMOYTOBBIX AIMUKOB. [IepBbIN 11 4aCTHOU MEPENUCKU
C aJpecaTamMH, KOTOPbIM Thl JOBEPSCHIb. DTO JJIEKTPOHHBIN aapec HE HaIo
UCIOJI30BaTh IIPU PErucTpaliuy Ha (popymax U caiTax;

7. He otkpbiBaii (ailnbl M Jpyrue BIOKEHHS B IMUCbMAaxX, AK€ €CIIA OHU
MNPUIUIM OT TBOUX Jipy3el. Jlyurne yToOYHM y HUX, OTIPABISUIM JIU OHU TeOe 3TH
(aiisl;

8. Ilocie oxoH4aHusi pabOThI HA IOYTOBOM CEpPBHUCE TNEpel 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeidTu".

KuOepOysimHr uiim BUPTYyaJbHOE U3/1€BATEILCTBO

KubepOymuHr - npeciieloBaHre COOOIICHUSIMU, COACPKAIUMHI OCKOPOJICHUS,
arpeccuio, 3alyruBaHue; XyJUraHCTBO; COLIMaIbHOE OOMKOTUPOBAHUE C TIOMOILBIO
Pa3JINYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 00pbOE ¢ KUOESPOYIITMHTOM:

1. He Opocaiics B 0oii. Jlydmmii cmoco6: mocoBeTOBaThCS Kak ce0si BECTH H,
€clIi HEeT TOro, K KOMY MOKHO OOpaTUTbCs, TO BHadaje YCHOKOUThCA. Eciau Thl
HAYyHEIIb OTBEYaThb OCKOPOJEHMSIMH Ha OCKOPOJIEHUS, TO TOJbKO emie OoJiblie
pa30AOKeIb KOH(IIHKT;

2. YmpaBisi cBoeil kubeppernyTaiuei;

3. AHOHHUMHOCTb B ceTH MHUMasl. CyIIECTBYIOT CIOCOOBI BBISICHUTh, KTO CTOUT
32 aHOHUMHBIM aKKayHTOM;

4. He crtouT BecTH XyJUTraHCKMiA oOpa3 BHUPTyalbHOW XU3HU. HHTEepHET
(GuKcUpyeT Bce TBOM JEUCTBHS M COXpPAHSET UX. YJQIWTh MX OyJeT KpaiiHe
3aTPyAHUTEIIBHO;

5. CoOumronaii CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyit  eauHW4HBIA  HeratuB. (OJHOpPA30BbIE  OCKOPOUTEIHHBIC
COOOIIEHUS TyyIlle UTHOPUPOBaTh. OOBIUHO arpeccusi MPeKpaIacTcs Ha Ha4aJlbHOM
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B
COLIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIPAaBKU COOOUICHHH ¢
OTpPEETICHHBIX a/IPECOB;

8. Eciiu 1b1 cBUgeTens kubepOyiuHra. TBouW JEHCTBUA: BBICTYNUTH MPOTUB
npeciieoBaTens, MokKa3aTb €My, YTO €ro JEWCTBUS OLIEHUBAIOTCS HETaTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HY)KHA ICHXOJIOTMYECKas IMOMOIIb, COOOIIMTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEJICHUS B CETH.



MooOuiabHbIi TesaedoH

CoBpeMeHHbIe cMapTHOHBI U TIAHIIETHI COACPKAT B ceOe BIOJTHE B3POCIBIN
byHKIIMOHAT, W TEMepb OHM MOTYT KOHKYPHUPOBaTh CO CTallMOHAPHBIMH
KoMmmnbioTepamu. OJIHAKO, CPEJICTB 3aIIUTHI JJIsl TOJOOHBIX YCTPONCTB MOKA OYCHB
Maso. TecTupoBaHUE U TOUCK YS3BUMOCTEN B HUX MPOUCXOIUT HE TAK UHTCHCUBHO,
kak s [1K, 1o ke camoe kacaeTcss 1 MOOMIIBHBIX TTPHIIOKCHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3ephl yKe TPAaKTUUECKU JIOTHAIN HACTOJIbHBIE
aHaJIOTH, OJIHAKO pacliupeHue (¢yHKIMOHANA BIe4YeT 3a co0oM OO0JbIIyIO
CJIO’KHOCTh U MEHBIIYIO 3AIHUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOJIUTEIM BBITYCKAIOT OOHOBIICHHUS, 3aKpPbIBAIOIINE
KPUTHYECKHUE YS3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /IJIs1 0€30M1aCHOCTH MOOMIBHOTO TenedoHa:

Huyero He siBnsieTcst mo-HacTosIeMy OecIlaTHbIM. Byab ocTOpo’keH, Bellb
Korja Te0e mpeaiaraloT OeCIiIaTHbIA KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKUE-TO
MJIATHBIE YCIIYTH;

Hywmaii, mpexnae uem otnpaBuTs SMS, poto nnu Buaeo. Tol TOYHO 3HACIID, T1IE
OHM OYyJTyT B KOHEUHOM UTOTE?

Heo6xo01uMo 0OHOBIISATE ONEPAIMOHHYIO0 CUCTEMY TBOETO cMapT(oHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPaMMBI JIsl MOOMJIBHBIX TeNe()OHOB;

He 3arpyxaii npuioXeHuss OT HEU3BECTHOTO HCTOYHHKA, BEIAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne Toro kak Thl BBIWJCHIL C CaiiTa, IJie BBOAWII JUYHYIO MUHPOPMAIIUIO,
3aii/ii B HACTPOWKH Opay3epa u yaaiau COoKies;

[leproguyeckn MmpoBepsii, KAKUE IUIATHBIE YCIyTHM aKTUBUPOBAHbI HAa TBOEM
HOMEpE;

JlaBaii cBoii HOMEp MOOWJIBHOTO TejedoHa TOJBKO JIOASM, KOTOPBIX ThI
3HACIIb U KOMY JOBEpSEIIb;

Bluetooth momkeH OBITH BBIKIIIOUEH, KOTJa Thl MM HE IMoyb3yemibes. He
3a0bIBail HOTIa MPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - ATO KPACOUYHBIC, 3aXBATHIBAIOIINE PA3BICUCHNS,
O0OBEAUHSIONINE COTHH THICSY YEJIOBEK 110 BceMy Mupy. Urpoku nccneayroT
TAHHBI UM MHp, OOIITAIOTCS IPYT C APYTOM, BHITIOJHSIOT 3aJaHUS, CPAXKAIOTCS C
MOHCTpPAaMH U MOJTYYalOT OMBIT. 32 YOBOJBCTBUE OHU TUIATST: MOKYIAIOT JIUCK,
OTIAYMBAIOT a00OHEMEHT WJIA MMPUOOPETAIOT KaKKe-TO OMIIUH.

Bce aTu cpencTBa uayT Ha mojAep)KaHUE M PA3BUTHE UTPHI, @ TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3aMIaTKU TSl POTPaMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momo0HBIX UTpax CTOUT OIMAacaThCsi HE CTOJILKO CBOMX COMEPHUKOB, CKOJIBKO
Kpa)kd TBOETO TapoJisi, HAa KOTOPOM OCHOBaHa CUCTeMa aBTOPHU3AIK OOJIBITUHCTBA
urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO aKKayHTA:

1. Ecnmm npyroii urpok BemeT ceOsl IUIOXO WM CO3AacT TeOe HEMPUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;



2. [Toxkamy¥ics aIMUHUCTpAaTOpaM WIPbI Ha IUIOXOE MOBEACHHUE 3TOT0 UIPOKa,
YKeJNaTeJIbHO NPWIOKUTh KaKHe-TO JOKa3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii mTnuHy10 HHPOpMAIHMIO B ipodaiiie urpsl;
YBaxkal Apyrux y4aCTHHKOB I10 UTPE;
He ycranaBnuBaii HeopuimaabHbIE TATYU U MOJIBI;
Hcnonb3yii CIIOXKHBIE U pa3HbIE ITApPOIIH;
Jlaxxe BO BpeMsi UTPbl HE CTOMT OTKJItOYaTh aHTUBUpPYC. [loka ThI urpaemip,
TBOI KOMITBIOTEP MOTYT 3apa3UTh.

Noo o bk

OUINUHT WIH Kpa’ka JUIHbIX JaHHbIX

OOBIYHOM KpaXeil JeHEeT U IOKyMEHTOB CETO/IHS YK€ HUKOTO HE YJIUBUIIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTHH 310yMBIIUIEHHUKN NIE€PEMECTUIIUCH B UHTEPHET,
U TIPOJIOJIKAIOT 3aHUMATHCS " TFOOUMBIM'" ICIIOM.

Tak mnosiBHJIach HOBas yrpo3a: WHTEPHET-MOILUICHHUYECTBA WM (DUIIMHT,
IJIaBHAas LEJb KOTOPOrO0 COCTOMT B MOJYYEHUH KOH(PUICHIMAIBHBIX JAaHHBIX
II0JIb30BAaTENICH - JIOTHHOB W mapoJjeii. Ha anrmuiickom si3bike phishing umraercs
kak ¢ummHr (ot fishing - peiOHas 0B, password - mapoib).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cneau 3a cBOMM akkayHTOM. Eciiu ThI I0103peBaeliib, YTO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKUPOBaTh €€ M COOOUIUTH aAMUHUCTPATOpPaM
pecypca 00 3TOM KaK MOYKHO CKOPEE;

2. Ucnonb3yii Oe3onacHble BeO-CaliThl, B TOM YHCJIE€, HHTEPHET-Mara3uHoB U
IIOMCKOBBIX CUCTEM;

3. Ucnonb3yii crnoxHble W pasHble maposnd. Takum oOpazom, eciu Teos
B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKHA IOJYy4aT JOCTYIl TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4. Ecu Te0s B310Maiu, TO HEOOXOIMMO MPEAYINPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE 100aBJIeHbI y T€0S B APY3bsIX, O TOM, YTO T€OS B3JIOMAIN U, BO3MOXHO, OT
TBOEr0 UMEHH OYyJIET PacchlIaThCs CIIaM U CChUIKM Ha (PUIIIMHTOBBIE CANTHI;

5. YcranoBu HajexHbIi naposib (PIN) Ha MoOWITBHEIH TenedoH;

6. OTKIIIOYM coXpaHEHUE napoJs B Opaysepe;

7. He oTkpeiBail (aiiibl M Apyrve BIOXKEHUS B NMUCbMax, JaXKe€ €CIU OHU
NPUILIA OT TBOUX Apy3el. Jlydille yTouHM y HUX, OTIPABJISUIM JIMU OHH TeOE 3TH
(baibl.

udposasi penyrauus

[Mudposas permyTarus - 5T0 HeraTUBHAS WA TTO3UTUBHAS HHGOPMAIIHSI B CETH O
tebe. Kommpomerupyromas wHbOpMaIus, pa3MelIieHHAas B HUHTEPHETE, MOXKET
CEphEe3HBIM 00pa30oM OTpa3UThC Ha TBOEH peanbHOW xku3HU. "lludposas
penyTamus" - 3TO TBOH UMUK, KOTOPBIM hopmupyercs u3 undopmaiuu o tede B
WHTEPHETE.

TBOE MeCTO KUTEILCTBA, YueObl, TBOE (PMHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH
XapakTepa U pacckaszbl 0 OJM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHoTHE TOIPOCTKH JIETKOMBICJICHHO OTHOCATCS K ITyOJIMKAIUU JTUIHOU
uHpopmanuu B MHTepHETE, HE MOHKMMAasE BO3MOXKHBIX MOCHENCTBUM. Thl Jaxke He



CMOJKEIIb JOorafarbcs 0 TOM, 4To Gororpadus, pazMelleHHas 5 JIeT Ha3al, cTana
NPUYUHON OTKAa3a MPUHATH TeOs Ha padoTy.

KommMmenTapuu, pa3memnienue TBoux ¢pororpaduii u Apyrue AeCTBUSI MOTYT HeE
MCUYE3HYTh JAXe IOCIIE TOT0, KaK Thl X YAAIHIIb. bl HE 3HACIIb, KTO COXPAHUJII OTY
uHOpMaIIMIO, TONaia JIM OHA B MOMCKOBBIE CHCTEMBI M COXpAaHHWJIACh JU OHA, a
[JIABHOE: YTO MOAYMAIOT O T€OE OKPYKAIOIIME JIFOAH, KOTOPhIE HAMAYT U yBUIAT
»10. Halit uH(oOpMalmio MHOTO JIET CIyCTS CMOXKET JII000H - Kak U3 J0OphIX
noOy>KJIeHUH, TaK ¥ C HAMEPEHUEM IPUYUHUTH BpEA. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIMTE HU(PPOBOM pEITyTALUH:

1. Ilogymaii, mpexnae 4em 4To-To IyOJMKOBaTh U NEpeaBaTh y cedst B Osiore
WIM B COLMAIIBHOM CETH;

2. B Hacrpoiikax mnpoduis YCTaHOBM OrpaHUYEHHUs HA IPOCMOTP TBOETO
npoduIs ¥ €ro COAECPAKUMOTr0, cliesiail ero TOJAbKO "1 Apy3eit”;

3. He pa3Memail 1 He ykas3biBail MH(GOpPMAIMIO, KOTOPas MOXKET KOro-imdo
OCKOPOJISITh WJIH OOMXKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE IIKOJPHUKA - aKTHBHBIE TIOJIb30BATEIH  IH(PPOBOTO
npoctpancTtBa. OAHAKO Jaleko HE BCE 3HAIOT, YTO TIOJIH30BAHHUE MHOTHMH
BO3MOXHOCTSIMM  LU(ppoBoro  Mupa TpeOyeT coOMOJeHHs MpaB  Ha
WHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTb.

TepMuH "uHTENNEKTyallbHasi COOCTBEHHOCTh" OTHOCUTCS K pa3iMYHbIM
TBOPEHHUSIM YEJOBEUECKOI0 yMa, HauMHas C HOBBIX H300pPETEHHUH M 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh Ha MPOIYKTHl U YCIYyI'H, U 3aKaHYMBasi KHUTaMH,
dboTorpadusiMu, KUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSIMU.

ABTOpCKHME TpaBa - 3TO IpaBa Ha HHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
MPOU3BEJICHUSI HAYKH, JINTEPATYPhl U UCKYyCCTBA. ABTOPCKHE TpaBa BHICTYIAIOT B
KayeCcTBE TapaHTUU TOTO, YTO WHTEIUICKTYalbHBIM/TBOPUECKUN TpPyA aBTOpa HE
Ooyner
HaIpacHbIM, JaCT €My CIIpaBeJIMBbIE BOZMOXKHOCTH 3apaboTaTh Ha pe3yibTarax
CBOETO TPY/1a, MOJYYUTh H3BECTHOCTD U MMpu3HaHue. Hukto 6e3 paspemienus aBTopa
HE MOXET BOCIPOU3BOIUTH €ro MPOU3BEACHHE, PACHPOCTPAHATH, MyOIMYHO
JIEMOHCTPHUPOBaTh, NPOAAaBaTh, UMIOPTHPOBATh, MyCKaTh B TMPOKAT, MyOIMYHO
UCTIONTHSTh, MIOKA3bIBATh/UCIIONHATE B 2dUpe WK pa3MeniaTs B IHTepHETE.

Hcnonp3oBanue "mupaTckoro’ mporpaMMHOTO OOECIIEYSHHUS] MOXKET MPUBECTU
K MHOTUM PHUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKAyHTaM JI0 OJIOKUPOBKH TBOETO
YyCTpOICTBa, TJIe yCTAaHOBJIEHA HellerajibHas nmporpamma. He cTout Taxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETAJIbHbBIE U O€CIIaTHbIE MPOTrpaMMbl, KOTOPhIE MOKHO HAalTH B
CETH.

O nopraJue

CereBUUOK.p( - TBOI INIaBHBIA COBETUYMK B CE€TU. 3AE€Ch Thl MOXKEIIb Y3HATH O
0€30MacHOCTH B CETU MOHSATHBIM M JOCTYIHBIM SI3bIKOM, a TPU BO3HUKHOBEHUU
KPUTUYECKOM CHUTyallud OOpAaTUTHCS 3a COBETOM. A TaKXe MPUHATH ydacTue B
KOHKYpCax U CTaTh CaMbIM IIU(POBBIM IPaskIaHUHOM !



